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of Al?

Teresa Coelho Moreira

tmoreira@direito.uminho.pt

Funded by
the European Union

Teresa Coelho Moreira

Al system - Article 3(1) of REGULATION (EU) 2024/1689 OF THE
EUROPEAN PARLIAMENT AND OF THE COUNCIL of June 13, 2024 -
Artificial Intelligence Act

* "Al system’ means a machine-based system that is designed
to operate with varying levels of autonomy and that may
exhibit adaptiveness after deployment, and that, for explicit
or implicit objectives, infers, from the input it receives, how
to generate outputs such as predictions, content,
recommendations, or decisions that can influence physical or
virtual environments."

Teresa Coelho Moreira




Different types of Al

Software that feeds, for example,

search engines,

image and voice recognition systems,

machine translation websites,

virtual assistants,

spam filters,

medical diagnostic support programs,

machines such as autonomous cars, robots

a myriad of objects covered by the broad category of the Internet of Things
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Automation vs. Artificial Intelligence

The system operates mainly on the basis of | The system uses Al algorithms to learn from

predefined rules and fixed criteria, with no | previous examples and adapt its criteria based on

significant capacity for learning or adaptation. continuous feedback, in order to increase its
accuracy over time.

E.g., a system that filters CVs only on the basis of
exact keyword matches or specific experience, | E.g., CVs analysis system that not only analyzes

without considering broader contexts. keywords, but also contexts and nuances in resumes.
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*We live in the age of the algorithm
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The means of reply

* Right not to be discriminated vs. other rights and interests involved in
the decision (e.g. freedom to run a business and the employer's right
to private autonomy).

* Data Protection Law

* Avoiding access to irrelevant data for the purpose of recruitment

Teresa Coelho Moreira




Anti-discrimination law

* Article 19 of the Treaty on the Functioning of the European Union - discrimination based
on sex, racial or ethnic origin, religion or belief, disability, age or sexual orientation;

* Art. 157 of the Treaty on the Functioning of the European Union - principle of equal pay
for male and female workers for equal work or work of equal value;

* Art. 21 of the Charter of Fundamental Rights of the European Union - non-discrimination

* Art. 23 of the Charter of Fundamental Rights of the European Union - Equality between
men and women;

* Directive 2000/43/EC of July 29, 2000;
* Directive 2000/78/EC of November 27, 2000;
* Directive 2006/54/EC of July 5, 2006.
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Algorithmic discrimination
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Algorithmic discrimination: real
discrimination?

* Discrimination:
* any systematic error in the result of algorithmic operations
* Algorithmic bias:

* whenever the error in question puts privileged groups at a systematic
advantage, and does non-privileged groups at a systematic disadvantage

* Algorithmic discrimination:

* unjustified unfavorable treatment of (or disadvantage experienced by)
specific categories of the population protected by law
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Direct discrimination in an algorithmic context

Discrimnation by association Discrimination by perception

Cases in which, because someone is
associated with an individual who Cases in which an individual is
has a certain protected treated less favorably for being

characteristic, they are treated less | perceived as a member of a certain
favorably because of this proximity protected class
or affinity
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Indirect discrimination in an algorithmic
context

* Cases where an apparently neutral provision, criterion or
practice puts people with a certain protected
characteristic at a disadvantage compared to others,
unless that provision, criterion or practice is objectively
justified by a legitimate aim and the means used to
achieve it are appropriate and necessary.
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Indirect discrimination in an algorithmic
context: main difficulties

» ..."disadvantaged compared to other people"

« Difficulties in defining the disadvantaged group and the comparator
group:

* Excluded candidates may share a wide range of characteristics, which creates
difficulties in determining the degree of abstraction and differentiation
between groups;

* Increased difficulty in cases of multiple discrimination.

 Discriminatory impact requirements:

* What is the percentage of affected individuals within the protected group,
compared to the respective comparator group that is required to trigger legal
protection?
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Applying the conceptual map of anti-
discrimination law: main difficulties

* Most of the time, the input data fed into the system does not correspond to
protected characteristics, but to data correlated with protected characteristics.

* Data correlated with protected characteristics: generalizations relating to a given
group that make it possible, with a greater or lesser degree of certainty, to infer
sensitive information by deduction.

* E.g. pregnancy, country of birth, zip code, etc.

* Discrimination emerging from algorithmic contexts:

* |t refers to new ways of aggregating individuals, by identifying new patterns among the data
and in the light of attributes or combinations of attributes that do not correspond to those
protected characteristics, nor to data correlated with them.
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Data Protection Law:

* Classification of inferred data as personal data (GT29):
even if they do not directly describe or identify a
particular person, they are still likely to have an impact on
the rights and interests of the individual.

* However, this classification does not automatically entail
the applicability of the data protection rights recognized
by the GDPR
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GDPR

* - Right to transparency (Art. 13 to Art. 15) - in particular, the right of
access in Art. 15

* The data subject has the right to obtain a description of the data enabling
them to verify the accuracy of the data and the compliance of the
processing with the Regulation (Art. 15 GDPR and Art. 8(2) CFREU).

* Right to rectification and erasure of data
(Art. 16 and Art. 17(1))

* Right to explanation (Art. 13(2)(f), Art. 14(2)(g) and Art. 15(1)(h))
* Right not to be subject to automated decisions

* Right to challenge algorithmic decisions
(Art. 22(3))
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Other instruments to protect against
algorithmic discrimination

 Ex-ante control.
* Data Protection Impact Assessments (Article 35(1) of the GDPR);

* Possibility of exercising corrective powers over detected
discriminatory effects (Art. 58(2) GDPR).

* Ex-post control: Data protection audits by national authorities (Art.
58(1)(b) GDPR).
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REGULATION (EU) 2024/1689 of the European
Parliament and of the Council of June 13, 2024 -
Artificial Intelligence Act

* Recital 27 - "Diversity, non-discrimination and fairness means that Al systems are
developed and used in a way that includes diverse actors and promotes equal access,
Eender equality and cultural diversity, while avoiding discriminatory impacts and unfair

iases that are prohibited by Union or national law.

* Recital 48 -The extent of the adverse impact caused by the Al system on the
fundamental rights protected by the Charter is of particular relevance when classifying
an Al system as high risk. Those rights include the right to human dignity (...), the right to
non-discrimination (...), gender equality"

* Recital 58 - "In addition, Al systems used to evaluate the credit score or creditworthiness
of natural persons should be classified as high-risk Al systems, since they determine
those persons’ access to financial resources or essential services such as housing,
electricity, and telecommunication services. Al systems used for those purposes may
lead to discrimination between persons or groups and may perpetuate historical
patterns of discrimination, such as that based on racial or ethnic origins, gender,
disabilities, age or sexual orientation, or may create new forms of discriminatory
impacts.
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REGULATION (EU) 2024/1689 of the European Parliament and of the
Council of June 13, 2024 - Regulation on Artificial Intelligence

* ANNEX Il
* High-risk Al systems referred to in Article 6(2)

* Employment, workers’” management and access to self-employment:

(a) Al systems intended to be used for the recruitment or selection of natural
Perso.ns, in particular to place targeted job advertisements, to analyse and
ilter job applications, and to evaluate candidates;

(b) Al systems intended to be used to make decisions affecting terms of
work-related relationships, the promotion or termination of work-related
contractual relationships, to allocate tasks based on individual behaviour or
personal traits or characteristics or to monitor and evaluate the performance
and behaviour of persons in such relationships.
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Requirements for HR Al systems

* Consequences of classification as high-risk Al applications:

* Creation of a risk management system throughout the entire life cycle of the
Al system, which allows for the identification, analysis and evaluation of
foreseeable risks associated with the system, as well as the adoption of the
most appropriate risk management measures for the risks identified - article
9

* Compliance with the quality criteria of the data used, i.e. relevance,
representativeness, completeness and freedom from errors of the training,
validation and test data - article 10.3.

* Impact assessment of high-risk Al systems on fundamental rights - Art. 27
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Requirements for HR Al systems

* Design and development of the system to ensure transparency and the
provision of information to users - article 13:

* Performance of the system with regard to the people or groups for whom it is
intended to be used;

* Information on training, validation and test data.
* Design and development of systems to allow human supervision - Article 14;

* Ensuring the technical soundness of the system in relation to the risks
associated with its limitations - such as errors and inconsistencies - and
accuracy and cybersecurity requirements - Article 15 - specifically: resistance
to errors, faults and inconsistencies:

* Resistance to bias in feedback loops, in which the results are used as input data for
future operations.
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Impact Assessment of Fundamental Rights —
Al Act - art. 27

* To minimize the potential impact of high-risk Al systems, those responsible
for deployment should carry out Fundamental Rights Impact Assessments
before deploying a high-risk Al system.

* The assessment should take into account a number of elements, including
the categories of individuals and groups likely to be affected in the specific
context, the specific risks of harm likely to have an impact and the
measures to be taken in the event of those risks materializing, including
arrangements for internal governance and grievance mechanisms.

* This assessment is fundamental, since those responsible for deployment
are best placed to determine how the high-risk Al system will be used in
real scenarios.
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DIRECTIVE (EU) 2024/2831 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL
of October 23, 2024
on better working conditions on digital platforms

* Chapter lll
e Algorithmic management
* Article 8 - Data protection impact assessment

* Article 9 - Transparency regarding automated monitoring systems and
automated decision-making systems

* Article 10 - Human supervision of automated systems
* Article 11 - Human review
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Council of Europe Framework Convention on
Artificial Intelligence and Human Rights, Democracy
and the Rule of Law - Vilnius-5.1X.2024

* Article 10 - Equality and non-discrimination

* 1- Each Party shall adopt or maintain measures with a view to
ensuring that activities within the lifecycle of artificial intelligence
systems respect equality, including gender equality, and the
prohibition of discrimination, as provided under applicable
international and domestic law.
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* Thank you very much©
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